Enforcement Case Studies
	
Criminal and Administrative Case Examples 

· Misrepresentation and false statements on shipping documents
1. Go Trans (North America)/Roger Unterberger/Muhammad Bhatti 
The Violation: Go-Trans (North America), of Jamaica, New York, a freight forwarder, Roger Unterberger, a retired Senior Vice President of Gondrand AG, headquartered in Basel, Switzerland, and Muhammad Bhatti, Chief Operating Officer of Go-Trans, made false statements in connection with the attempted export of pipe cutting machines to Iran via Germany. 

The Penalty: All three pled guilty to false statement charges. On October 24, 2007, Go Trans was sentenced to one year of probation and a $34,000 criminal fine; Roger Unterberger was sentenced to one year of probation and a $5,000 criminal fine; and Muhammad Batti was sentenced to one year of probation. In the related administrative cases, Bhatti paid a $34,000 penalty, Unterberger paid a $25,500 penalty, and Go Trans paid a $34,000 penalty.

2. Fulfill Your Packages (FYP)
The Violation: Fulfill Your Packages (FYP) of Gresham, Oregon, allowed its foreign customers in China to use its U.S. domestic address for the purchase and delivery of items from U.S. companies that FYP later repackaged and/or relabeled for export to China. In about June 2014, FYP engaged in a transaction or took other actions with intent to evade U.S. export control regulations in connection with the intended export of a FLIR thermal imaging camera classified as U.S. ECCN 6A003 and controlled for national security and regional stability reasons. Specifically, a FYP customer purchased the camera from a U.S. distributor located in Florida for delivery to FYP’s offices in Oregon and for ultimate export to China. The FYP customer provided FYP’s address as his own and did not disclose to the U.S. distributor that the thermal imaging camera was to be exported to China. The shipment from the distributor to FYP included an invoice that warned that the product was export-controlled and that was a violation of U.S. law to export the product to certain countries without the required export license. In addition, a label affixed to the item noted that the item was subject to U.S. Department of Commerce export control regulations and must not be exported outside the U.S. or Canada without a U.S. export license. In preparing to export the thermal imaging camera to China, FYP prepared a shipping label falsely describing the item as “metal parts” valued at $255, even though FYP’s order system described the items as an infrared webcam/surveillance camera installation kit, and even though the distributor’s invoice described the items as a thermal imaging camera valued at $2,617. 

The Penalty: On June 17, 2016, FYP agreed to pay a $250,000 civil penalty with $190,000 suspended provided no violations occur during a two-year probationary period.

3. Elite International Transportation, Inc. 
The Violation: Between 2000 and 2004, Elite International Transportation, Inc. ("Elite"), a freight forwarder in Houston, Texas, misrepresented the licensing authority on Shipper's Export Declarations (SEDs). Elite filed SEDs on behalf of an exporter, Equistar Chemicals LP ("Equistar"), of Houston, Texas, stating that exports of the chemical Triethanolomine to Mexico were authorized pursuant to NLR ("No License Required"), when, in fact, a license was required for the exports. 

The Penalty: Elite agreed to pay a $156,000 civil penalty. In a related matter, Equistar agreed to a civil penalty of $39,650. Equistar had filed a Voluntary Self-Disclosure (VSD) with BIS in 2004.

4. UTI 
The Violation: On one occasion in November 1, 2000, in connection with effecting an export subject to the Regulations, UTI, a freight forwarder, made a false statement to the U.S. Government. UTI filed or caused to be filed a Shipper's Export Declaration (SED) for the export of computer parts and accessories, items subject to the Regulations that omitted the exporter's Employer Identification Number (EIN). In so doing, UTI committed one export violation. On 33 occasions between April 29, 2001, and June 11, 2004, in connection with effecting the export of a range of items subject to the Regulations, UTI made false statements to the U.S. Government. UTI filed or caused to be filed SEDs for the export of the items that included false information about the exporter's EIN. In so doing, UTI committed 33 export violations. 

The Penalty: A civil penalty of $76,500 is assessed against UTI.

5. Air Cargo International (ACI) 
The Violation: In June 2004, Air Cargo International (ACI) was accused of aiding and abetting the attempted unlicensed export of two thermal imaging cameras from the U.S. to an entity in the United Arab Emirates (the "UAE") by completing a Shipper's Export Declaration (SED) for the cameras that contained false statements of fact, and by signing the U.S. exporter's name on the signature line of the SED without receiving the necessary information from the exporter. Specifically, ACI filed an SED that stated that the thermal imaging cameras qualified for export under NLR (No License Required). This representation was false, as the thermal imaging cameras, classified under ECCN 6A003.b.4, required licenses for export to the UAE. Specifically, ACI was charged with filing or causing to be filed an SED that stated that the thermal imaging cameras qualified for export without a license. This representation was false, as the thermal imaging cameras required a license for export to the UAE. 

The Penalty: A civil penalty of $11,000 was assessed against ACI.

6. R&A International Trading Inc. dba R&A International Logistics (“R&A International”)
The Violation: From in or about October 2009, through at least May 2012, Jamaica, New York-based freight forwarding company R&A International Trading Inc. dba R&A International Logistics (“R&A International”), and its president and owner Rukhsana Kadri aka Roxanne Kadri (“Kadri”), of Davie, Florida, conspired to conceal and misrepresent the identity of the exporter or U.S. Principal Party in Interest (“USPPI”) on Shipper’s Export Declarations or Automated Export System records (“SED/AES records”) filed with the U.S. Government, and committed a series of related violations, including soliciting a false statement during the course of an investigation. R&A International and Kadri conspired with one of their customers, the actual exporter/USPPI (“Customer No. 1”), to falsely list another of their customers (“Customer No. 2”) as the USPPI in SED/AES filings they made in connection with at least 278 exports of computer equipment, involving items totaling approximately $22 million in value, primarily to trading companies in the United Arab Emirates. The scheme enabled Customer No. 1 to repeatedly export the items anonymously and contrary to the terms of a distribution agreement, and enabled R&A International and Kadri to obtain Company No. 1’s substantial forwarding business. When OEE Special Agents began investigating the transactions, R&A International and Kadri not only made a series of false statements to the Special Agents in an attempt to cover up the conspiracy, but also attempted to enlist Customer No. 2 in the conspiracy and solicited Customer No. 2 to make false statements to the Special Agents to conceal the scheme. Customer No. 2, whose name had been falsely listed in the SED/AES filings without its knowledge or consent, refused. 

The Penalty: In December 2013, R&A International and Kadri entered into plea agreements with the U.S. Attorney’s Office for the Eastern District of New York, admitting to knowingly making false statements in violation of 13 U.S.C. § 305, in connection with a subset of 10 of the false SED/AES record filings that the New York Field Office had identified, and agreed to forfeit $125,263. In addition to the forfeiture, R&A International was sentenced in August 2014 to two years’ probation, a criminal fine of $100,000, and a $4,000 special assessment, and Kadri was sentenced to three years’ probation, a criminal fine of $30,000, and a $100 special assessment. In July 15, 2016, during the first day of an administrative trial before an administrative law judge, R&A International and Rukhsana Kadri jointly and severally agreed to pay a civil penalty of $500,000, of which $350,000 is suspended during a five-year probationary period, and agreed to a five-year suspended denial order. In entering into and as part of the settlement agreement, R&A International and Kadri admitted each of the allegations and violations charged by BIS.

7. Biospherical Instruments, Inc./ Baltrans Logistics, Inc. 
The Violation: In 2004, Biospherical Instruments, Inc. of San Diego, CA, exported a profiling radiometer system to the Space Application Center in India, an organization on BIS's Entity List, without the required license, and made a false representation to the U.S. government in connection with the preparation and submission of an export control document. Baltrans Logistics, Inc., of Torrance, CA, aided/abetted the unlicensed export. 

The Penalty: On April 20, 2007, Biospherical Instruments, Inc. agreed to pay a $13,200 civil penalty. On the same day, Baltrans Logistics, Inc. agreed to pay a $6,000 civil penalty. 

Mitigating Circumstance: Biospherical Instruments, Inc. voluntarily self-disclosed the violation and cooperated fully with the investigation.


· Shipping without a license 
1. General Logistics International 
The Violation: On four occasions between during November 2009, General Logistics International of New Brunswick, New Jersey, facilitated the unauthorized export of EAR99 steel scrap, valued at $672,022, from the U.S. to the People’s Steel Mills, located in Pakistan. The People’s Steel Mill appears on BIS’s Entity List. For each export, General Logistics International arranged for the trucking of the scrap steel from the U.S. exporter’s location to the port of export, arranged for the shipping of the scrap steel to People’s Steel Mills in Pakistan, and prepared and submitted shipping documentation, part of which indicated that no license was required for these exports. 

The Penalty: On January 22, 2015, General Logistics International entered into a settlement agreement with BIS in which it agreed to pay $90,000.

2. Naji Antoine Abi Khalil and Tomer Grinberg 
The Violation: NAJI ANTOINE ABI KHALIL ("Khalil"), holding a dual citizenship in both Lebanon and Canada, and Chairman and General Manager of New Line Services, an import/export shipping company in Montreal and TOMER GRINBERG ("Grinberg"), an Israeli citizen employed at the Tober Group, a shipping and logistics company based in Brooklyn, New York, were involved in a scheme to ship Generation 3 night vision equipment, including night vision goggles and infrared aiming devices to Greece without the licenses required by State and BIS. The infrared aiming devices were designed to be mounted on M-16 and other military rifles for target acquisition purposes when using night-vision goggles. Generation 3 is the highest level of night-vision technology and cannot be exported without a license. Khalil also attempted to contribute goods to the Lebanon-based Hezbollah, a Specially Designated Terrorist Organization. Khalil pleaded guilty on August 9, 2005 to attempting to provide material support to Hezbollah; attempting to contribute goods in the form of military night-vision equipment and infrared aiming devices to Hezbollah; and conspiring to export sensitive military equipment from the United States without first obtaining the necessary licenses. 

The Penalty: Khalil pled guilty to two conspiracy charges relating to money laundering and the unlicensed export of the equipment to Greece. He also pled guilty to one IEEPA violation in connection with attempting to and making or receiving a contribution of funds to and for the benefit of Hezbollah, a Specially Designated Terrorist Organization. Khalil's freight forwarder, Tomer Grinberg was also arrested and indicted for his role, and pled guilty to a conspiracy to violate the IEEPA. On February 13, 2006, Khalil was sentenced to two five-year prison terms and a fifty-seven month prison term, all to be served concurrently, and a $100,000 criminal fine. Grinberg was sentenced on April 12, 2006 to six months in prison. On November 14, 2006, BIS denied Khalil's and Grinberg's export privileges for ten years, pursuant to Section 11(h) of the EAA. On January 4, 2007, Grinberg was deported from the United States.

3. DPWN Holdings (USA), Inc. and DHL Express (USA) 
The Violation: DPWN Holdings (USA), Inc. (formerly known as DHL Holdings (USA), Inc.) and DHL Express (USA), Inc. (collectively "DHL") unlawfully aided and abetted unlicensed exports to Syria, Iran and Sudan and failed in connection with numerous exports to these countries to comply with recordkeeping requirements of the EAR and OFAC regulations. BIS charged that on eight occasions between June 2004 and September 2004, DHL caused, aided and abetted acts prohibited by the EAR when it transported items subject to the EAR from the United States to Syria, and that with regard to 90 exports between May 2004 and November 2004, DHL failed to retain air waybills and other export control documents required to be retained by the EAR. OFAC charged that DHL violated various OFAC regulations between 2002 and 2006 relating to thousands of shipments to Iran and Sudan. Like DHL's EAR violations, its OFAC violations primarily involved DHL's failure to comply with applicable recordkeeping requirements. 

The Penalty: In August 2009, DHL agreed to pay a civil penalty of $9,444,744 and conduct external audits covering exports to Iran, Syria and Sudan from March 2007 through December 2011.

4. Biospherical Instruments, Inc./ Baltrans Logistics, Inc. 
The Violation: In 2004, Biospherical Instruments, Inc. of San Diego, CA, exported a profiling radiometer system to the Space Application Center in India, an organization on BIS's Entity List, without the required license, and made a false representation to the U.S. government in connection with the preparation and submission of an export control document. Baltrans Logistics, Inc., of Torrance, CA, aided/abetted the unlicensed export. 

The Penalty: On April 20, 2007, Biospherical Instruments, Inc. agreed to pay a $13,200 civil penalty. On the same day, Baltrans Logistics, Inc. agreed to pay a $6,000 civil penalty. 

Mitigating Circumstance:  Biospherical Instruments, Inc. voluntarily self-disclosed the violation and cooperated fully with the investigation.


· Exporting on behalf of or to a Restricted Party 
1. DHL Holdings USA, Inc. 
The Violation: DHL Holdings USA, Inc. (DHL) violated the EAR by forwarding items subject to the EAR to Saudi Arabia on behalf of parties subject to a Temporary Denial Order. Specifically, DHL accepted, transferred and forwarded certain commodities, including a strobe, networking equipment and printers, items subject to the Regulations, from the United States to Al Bassam International/Al Bassam Datacom in Saudi Arabia, on behalf of Tetrabal Corporation and Mr. Ihsan Elashi of Richardson, Texas. At the time of these shipments, Tetrabal and Elashi had been denied export privileges under the Regulations by the Temporary Denial Order dated September 6, 2001 and published in the Federal Register on September 13, 2001. That Temporary Denial Order was effective for 180 days and was in force at the time of the violation. 

The Penalty: On October 5, 2005, DHL agreed to pay an $18,000 civil penalty.

2. Naji Antoine Abi Khalil and Tomer Grinberg 
The Violation: NAJI ANTOINE ABI KHALIL ("Khalil"), holding a dual citizenship in both Lebanon and Canada, and Chairman and General Manager of New Line Services, an import/export shipping company in Montreal and TOMER GRINBERG ("Grinberg"), an Israeli citizen employed at the Tober Group, a shipping and logistics company based in Brooklyn, New York, were involved in a scheme to ship Generation 3 night vision equipment, including night vision goggles and infrared aiming devices to Greece without the licenses required by State and BIS. The infrared aiming devices were designed to be mounted on M-16 and other military rifles for target acquisition purposes when using night-vision goggles. Generation 3 is the highest level of night-vision technology and cannot be exported without a license. Khalil also attempted to contribute goods to the Lebanon-based Hezbollah, a Specially Designated Terrorist Organization. Khalil pleaded guilty on August 9, 2005 to attempting to provide material support to Hezbollah; attempting to contribute goods in the form of military night-vision equipment and infrared aiming devices to Hezbollah; and conspiring to export sensitive military equipment from the United States without first obtaining the necessary licenses. 

The Penalty: Khalil pled guilty to two conspiracy charges relating to money laundering and the unlicensed export of the equipment to Greece. He also pled guilty to one IEEPA violation in connection with attempting to and making or receiving a contribution of funds to and for the benefit of Hezbollah, a Specially Designated Terrorist Organization. Khalil's freight forwarder, Tomer Grinberg was also arrested and indicted for his role, and pled guilty to a conspiracy to violate the IEEPA. On February 13, 2006, Khalil was sentenced to two five-year prison terms and a fifty-seven month prison term, all to be served concurrently, and a $100,000 criminal fine. Grinberg was sentenced on April 12, 2006 to six months in prison. On November 14, 2006, BIS denied Khalil's and Grinberg's export privileges for ten years, pursuant to Section 11(h) of the EAA. On January 4, 2007, Grinberg was deported from the United States.

3. Salinas International Freight Company, Inc 
The Violation: Salinas International Freight Company, Inc. (Salinas) exported computers and related equipment, in violation of Tetrabal Corporation's temporary denial order. Salinas also made a misrepresentation on a Shipper's Export Declaration (SED) related to the transaction. Salinas filed an SED stating that the computers and related equipment qualified for export as NLR, when, in fact, a license was required for the exports. 

The Penalty: In 2005, Salinas agreed to pay civil penalties totaling $11,600.

4. Biospherical Instruments, Inc./ Baltrans Logistics, Inc. 
The Violation: In 2004, Biospherical Instruments, Inc. of San Diego, CA, exported a profiling radiometer system to the Space Application Center in India, an organization on BIS's Entity List, without the required license, and made a false representation to the U.S. government in connection with the preparation and submission of an export control document. Baltrans Logistics, Inc., of Torrance, CA, aided/abetted the unlicensed export. 

The Penalty: On April 20, 2007, Biospherical Instruments, Inc. agreed to pay a $13,200 civil penalty. On the same day, Baltrans Logistics, Inc. agreed to pay a $6,000 civil penalty. 

Mitigating Circumstance: Biospherical Instruments, Inc. voluntarily self-disclosed the violation and cooperated fully with the investigation.

5. Kintetsu World Express (U.S.A.), Inc.
The Violation: In 2010, Kintetsu World Express (U.S.A.), Inc. (KWE) of East Rutherford, New Jersey, caused, aided and/or abetted an act prohibited by EAR. Specifically, KWE, acting as a freight forwarder, facilitated the export of three spiral duct production machines and related accessories, designated as EAR99 and valued at $250,000, from the United States to China National Precision Machinery Import/ Export Corporation (CPMIEC) in the People’s Republic of China without the required U.S. government authorization. At the time of the export, CPMIEC appeared on the Department of Treasury’s Office of Foreign Assets Control Specially Designated Nationals List because it had supplied Iran’s military and Iranian proliferators with missile-related dual-use items. 

Penalty: On September 26, 2014, KWE agreed to pay a $30,000 civil penalty.

6. Transamerica Express of Miami Corp. 
The Violation: From March 2007 through January 2008, freight-forwarders Ulises Talavera, through his Miami, Florida-based firm Transamerica Express of Miami Corp., and Emilio Jacinto Gonzalez-Neira, of Paraguay, through his Miami-based firm, Jumbo Cargo, Inc., exported EAR99 Sony brand electronics to Samer Mehdi, owner of Jomana Import Export, an electronics business located within the Galeria Page, a shopping center in Ciudad del Este, Paraguay. Khaled Safadi of Miami, through his Miami-based firm Cedar Distributors, Inc., was a distributor of the electronics to the freight-forwarders. Since December 6, 2006, Galeria Page has been designated as a Specially Designated Global Terrorist entity by the U.S. Department of the Treasury, on grounds that it serves as a source of fundraising for, and is managed and owned by, Hizballah members in the Tri-Border Area. On February 19, 2010, the four individuals and three Miami businesses were indicted in the Southern District of Florida on charges involving the illegal export of electronics to a U.S. designated terrorist entity in Paraguay. On August 18, 2014, Samer Mehdi surrendered to Special Agents from the U.S. Department of Homeland Security who escorted him from Brazil to Miami, FL. On August 19, 2014, Mehdi was arrested upon arrival at the Miami International Airport. On August 19, 2014, Mehdi pled guilty to conspiracy to smuggle goods from the U.S. On September 15, 2010, Gonzalez-Neira and Jumbo Cargo, Inc. pled guilty to conspiracy violations. On October 1, 2010, Safadi and Cedar Distributors, Inc. pled guilty to conspiracy violations, and on October 20, 2010, Talavera and Transamerica Express of Miami Corp. pled guilty to conspiracy violations. 

The Penalty: On August 19, 2014, Mehdi was sentenced to one year of probation, a $100 assessment, and forfeited interest in electronics valued at $256,680. On January 24, 2011, Safadi, Cedar Distributors, Inc., Talavera, and Transamerica Express of Miami Corp. were sentenced. Safadi was sentenced to six months of home confinement, six months of probation, and a $100 special assessment. Talavera was sentenced to six months of home confinement, a $100 special assessment, and a shared forfeiture with Cedar Distributors Inc., Transamerica Express of Miami Corp, Gonzalez-Neira, and Jumbo Cargo Inc. of $40,000 worth of seized electronics. Transamerica Express of Miami Corp. was sentenced to three years of probation, a $100,000 criminal fine, a $400 special assessment, and the shared forfeiture. Cedar Distributors was sentenced to three years of probation, a $400 special assessment, and the shared forfeiture. On January 4, 2011, Jumbo Cargo Inc. was sentenced to one year of probation, a $20,000 criminal fine, a $400 assessment, and the shared forfeiture. On January 4, 2011, Gonzalez-Neira was sentenced to 13 months of home confinement, a $100 special assessment, and the shared forfeiture.

· Shipping to an embargoed country 
1. Go Trans (North America)/Roger Unterberger/Muhammad Bhatti
The Violation: Go-Trans (North America), of Jamaica, New York, a freight forwarder, Roger Unterberger, a retired Senior Vice President of Gondrand AG, headquartered in Basel, Switzerland, and Muhammad Bhatti, Chief Operating Officer of Go-Trans, made false statements in connection with the attempted export of pipe cutting machines to Iran via Germany. 

The Penalty: All three pled guilty to false statement charges. On October 24, 2007, Go Trans was sentenced to one year of probation and a $34,000 criminal fine; Roger Unterberger was sentenced to one year of probation and a $5,000 criminal fine; and Muhammad Batti was sentenced to one year of probation. In the related administrative cases, Bhatti paid a $34,000 penalty, Unterberger paid a $25,500 penalty, and Go Trans paid a $34,000 penalty.

2. Matthew Kallgren / PC Industries 
The Violation: In 2008, Matthew Kallgren, sales manager at Powerline Components Industries of Afton, Wyoming, attempted to export EAR99 engine parts to Syria via the United Arab Emirates. The investigation resulted in a criminal plea by Matthew Kallgren and administrative penalties against Kallgren, PC Industries and the freight forwarder, RIM Logistics. 

The Penalty: Kallgren pled guilty and was sentenced in January 2012 to three years of probation, including four months of home confinement. PC Industries received a deferred prosecution agreement. BIS reached settlement agreements with PC Industries and Kallgren for three-year suspended denial orders. Kallgren agreed to a suspended $75,000 penalty, and the company agreed to a $60,000 penalty. RIM Logistics reached a settlement with BIS for $50,000.

3. International Freight Forwarder
The Violation: In June 2000, International Freight Forwarders (IFF), a Canadian company, aided and abetted an attempted illegal export to Cuba when it picked up several boxes of medical equipment from the United States and agreed to arrange for the shipment of that equipment from the United States to Cuba, through Canada. The equipment was not licensed for export to Cuba and was later seized by the Canadian Government before reaching Cuba. 

The Penalty: In 2008, the Under Secretary for Industry and Security affirmed an administrative law judge's recommended penalty of $6,000 and a three year denial of export privileges, which would be suspended as long as IFF paid the monetary penalty within thirty days.


· Recordkeeping

1. DPWN Holdings (USA), Inc. (formerly known as DHL Holdings (USA), Inc.)
The Violation: DPWN Holdings (USA), Inc. (formerly known as DHL Holdings (USA), Inc.) and DHL Express (USA), Inc. (collectively “DHL”), headquarters in Plantation, Florida, unlawfully aided and abetted unlicensed exports to Syria, Iran and Sudan and failed in connection with numerous exports to these countries to comply with recordkeeping requirements of the EAR and OFAC regulations. BIS charged that on eight occasions between June 2004 and September 2004, DHL caused, aided and abetted acts prohibited by the EAR when it transported items subject to the EAR from the United States to Syria, and that with regard to 90 exports between May 2004 and November 2004, DHL failed to retain air waybills and other export control documents required to be retained by the EAR. OFAC charged that DHL violated various OFAC regulations between 2002 and 2006 relating to thousands of shipments to Iran and Sudan. Like DHL’s EAR violations, its OFAC violations primarily involved DHL’s failure to comply with applicable recordkeeping requirements. 

The Penalty: In August 6, 2009, DHL agreed to pay a civil penalty of $9,444,744 and conduct external audits covering exports to Iran, Syria and Sudan from March 2007 through December 2011.
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